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1 O6mue nonoskenns
Pabowas nporpamma u (orx oueHounBIX CPEACTB AHUCUMIIIHHE] «AIMHHHCTpPHpPOBamHe
CHCTEM U KOMIIBIOTEpHEIX CeTeily COCTaBJICHB! B COOTBETCTBHH ¢ TpebOBaHUAMHU $enepamsnoro

o0pa3oBanus u Hayku Poccuitckoii Geneparun Ne 1509 or 01.12.2016, u ocnorxoii npodeccu-
OHAIBHOH  o6pazoBarenpHOl IPOrpaMMer - 11oaroToBkn  «Obecnevenue HH(OpPMaHOHHO
GesomacHocTH PacTIpeNeIeHHBIX  HH(OPMAHOHHbIX CHCTEeM» T0  crnenmansmoctd 10.05.03
"Mudopmanyonnas 6e3omacnocTs 4BTOMAaTH3UPOBAHHBIX cHCTEM'",

3amaun

Cdopmuposars y o0yyarommuxcst IpoeccHoHabHple KOMITETeHIIUH, HeoGX0-
JHCTIUIIIHHEL

AHMBIC JUIs BBIIONHEHHSA TPODecCHOHATb O ACATENLHOCTH 110 aAMHHHCTpY-
POBAHHIO U yJIAJIEHHOMY YIIPABIIEHHIO MH(DOPMALMOHHBIME CHCTeMaM.,
AIMHHHCTPHPOBAHHE CHCTEM. Vnpasrenue cerpio 1 BUPTYaTH3aIHsI

OcHOBHEIE
pasnensr / Temer
JUCIHIITHHE]

2 Ilepevens [LTAHAPYEMBIX Pe3yIbTATOB 06yqeHnus 1o Aucunninne (Moayo),
COOTHECEHHBIX C MIAHUPYEMbIMH PesynbTaramu 06pazoBaTennHol NporpaMmaI

CeTei» Hampasnen ma (bopmupopanue CACLYIOILAX KOMIETEHUHI B COOTBETCTRIY ¢ ®I'OC BO
¥ OCHOBHOM 00pasoBaTepHoi fporpammoii (tabima 1);

Tabmuna 1 - Kommerennuu u IUTAHUPYEMbIC Pe3yITbTaThl 06yyenus o JTUCLHUIUIIHE

[nauupyemsre pesynsrars 06YUeHHS 10 MHCLUIHHE

ITepedens 3naumii lepewens ymenuis ITepevens HaBpikoB

Hpodeccronansupre

31(IIK-3-3) 3nars oc- VI(IIK-3-3) YMETh
HOBHBIC IONXOABI K | IIpH  HEOBGX0XHMOCTH
YNAJIeHHOMY a/IMHHH- | IPOBOAUTE yianeH-
CTPUPOBAHHUIO HH- | HOG  aJIMHHHCTpPHpO-
(opMarmonnsIx  ce- | Banme uHbOpMAaIH-
TeH K cucTem OHHBIX CeTeH H cH-
cTeM

Kozn u nanmenopanue
KOMIIeTeHIIHH

IICK-7.4  cmoco6mro-
CTBIO IIPOBOIHTE yjia-
JIEHHO®  aJIMHHHCTpH-
POBaHKE Ornepanuon-
HBIX CHCTEM M CHCTeM
0a3s JMaHHpIX B pac-
HpPEeIeTeHHBIX HH-
(opmanuonHbIX  cp-
cTemax

HI(IIK-3-3) mocrpo-
CHHUS CHCTEM yIaseH-
HOTO  aIMUHHCTpHUpO-
Banus  mH(OpMann-
OHHBIX CHCTEM U ce-
TEH

3 Mecro aucuummnne (Moayas) B CTPYKTYpe o0pazoBaTe/ibHoli TporpamMmer

I(ncunnnuﬂa(Mo,uynb) «AIIMMHHCTPHpPOBaHHE CHCTEM m KOMIILIOTEPHBIX CeTel» u3yya-
ercs Ha 4 Kypce B 7 cemecrpe.,

Huciunnuna seasercs 0azoBoi AMHMCLHINTMHOR, BXOAUT B COCTaB Glioka 1 «/Iucuurmmmnss
(Momymm)» 1 oTHOCHTCS K 6a30B0ii yacTy.

s ocBoenus nucuummIHL HeoOX0MMMBI 35NN, YMCHHSA, HABLIKH H (MJIH) ONBIT IpaK-
THYECKON JeATeNbHOCTH, copMHpOBaHHbEIE B NIPOLIECCE U3YUEHHS TUCLHIIINY / IPaKTHK: Aj-
MHHHCTPHPOBAHHE pACIIPENCTCHHBIX HH(pOPMALMOHHBIX CHCTeM, Ge30macHoCTs cucreM 623
JIaHHBIX,

3HaHMs, yMeHHs u HaBBIKH, C()OPMHPOBaHHbIE IIPH  M3YY€HHH JIUCIMIUIAHEI
«AJIMHHECTPHDOBaHHUE CHCTeM 1 KOMIIBIOTEPHBIX ceTeity, 6y ayT BOCTpeOOBaHkI Ipy M3yuennn



TOCIENYIOMHX MMCUMILTHH ¥ BBITIOHEHHIS BHILYCKHOM KBaNUQUKAHOHHOM paGoThI.
Hucimnnuna ««HaumenoBanue mucuumimmeryy B pamMKax BOCHHTaTeIbHOH paboTsl
Halpap/ieHa Ha pasBHTHE TBOPYECTBA, NPO(eCCHOHATLHBIX YMEHUM, OTBETCTBEHHOCTH 3a BbI-

NONHEeHHE Y4eOHO-NPOM3BOACTBEHHBIX 3a1aHHil.

4 O0bem aRCHHILIHHDBI (Mony.1s1) B 3a9eTHBIX equuHMaX ¢ YKa3aHHeM Kom4ecTBa
AKAAEMHYIECKHX YACOB, BbIJEIeHHBIX HA KOHTAKTHYIO paboTy obyuaromuxcs ¢
npenoxasaresem (10 BHAAM YaeGHBIX 3aHATHI) 1 Ha CaMOCTOATENbHYIO paGoTy

ol0yuaromuxcs

Ob6mas TpyoemkocTs (06Bem) qucnumnEL cocTasser 3 3a4YETHBIX enunu, 108 aka-

AEMUYECKHUX YaCOB.

Pacnpenenenne 06nema AHCHMIUIHHBI (MOXY/IS1) IO BHAAM Y4eOHBIX 3anaTHii

npeacraBjaeno B radanme 2.

Tabmuna 2 — O6wem AucHHmHAE] (MOzy ) 110 BHsaM yaeGHBIX 3aHsTHil

Bceero akagemu-

Ob6nem gucunnamnn
YECKHX YaC0B

O01as TpyR0eMKOCTh HCIIHIL LT 108
Kontakrnas ayanropuas pabora obyqaromuxes ¢ npenoaasare/iem (1o 32
BHIAAM y4eOHbIX 3aHTHIT), Bcero
B oM uncre: ﬁ
SAHATHA JICKIHOHHOTO THNIA (JICKIIMM U HHDIC Y4eOHbIe 3aHATHS, Npe/y-
CMATPHBAIONIHE [IPEHMYIIECTBEHHYO nepesady yuebHol HHGOpMAaIHH re- 16
AarorM4eCKUMu paboTHIKaMH)
3AHSTHSL CEMHHAPCKOTO THIIA (CEMHHApBI, HPaKTHYECKHE 3aHATH, TIPaK-
THKYMBI, 1aGopaTopHbie paGoTsL, KOJUIOKBHYMBI i HHBIE AHAJIOTHYHBIE 3a- 16
HATHUS)
Camocrosrensnas paGora 00YIAIOMHXCH 1 KOHTAKTHAS pabota, BKro-
HaloIas rpyNIoBkEle KOHCYJIBTALHH, HHAHBUYanbHYIO paboTy 06ygaro-
IHXCs € IPEIo/IaBaTesssMU (B TOM YHcITe HHHBANYaIbHbIE KOHCYIIbTALHHE); 76

B3aHMOJICHCTBHE B JIEKTPOHHOM HH(pOPMALHOHHO-06pa3oBaTebHON cpene
By3a

Ipomexyrounas arrectarms o0yuaromuxcs — 3aver

-

5 Conep:kanue qHCIMILIHALL (Moxys), CTPYKTYPHPOBAHHOE 1O TeMaM (pa3/esam)
€ YKa3aHHeM OTBEACHHOTO HA HHX KOIHYECTBA AKAXCMHIYeCKHX YacoB H BH/I0OB

y4ebHoii pabornr

Tabimna 3 — Crpykrypa u comeprxamnue JAHUCIHUIITHHEL (MOJTYJ1s)

Hanvenosanne pasnenos, tem u comepsa-
P ’ e Tacax)

Buns! yueGHoit paboTsl, BKIIOYAS CAMOCTOSTE b~
HYIO paboTy 00yyaronmxces 1 TPYAOEMKOCTE (B

HHE MaTtepuana
Kontakrnas paGora

IIPENOAaBaTe s C 00YUYAIOMHMECS

CPC




-

AIMHHHCTPHpPOBaHME cHCTEM,
Axvunnctpuposanne  Windows CHCTEM.
[Mousrue «aIMHHHCTPHPOBAHHE) [PHMEHH-
TEIBHO K HHQODMALMOHHBIM CHCTEMaM.
Mudopmannonnsie cucremsr u mx THITBL
3anaun, pyskmmm ¥ BB a/IMHHECTPUPO-
BaHHA B HHQOPMALMOHHBIX CHCTeMax. Ap-
TOMATH3AUNS YIPaBACHHS CETHIO. AIMUHHU-
CTPHPOBAHHE B KOPIIOPATHUBHBIX  CETSX.
Kinentekue u CEPBEPHBIE  CHCTEMBI
Windows. IpenBapurensuas HacTpoiKa.
QyHKIUHOHATLHEIE BO3MOKHOCTH 1 aQdex-
THBHOCTE peanusauuu cucreMsl Windows
Server. MeTompl, ThIbI H STans YCTaHOBKU
Windows Server. [Tapamerprr KOH(HTypa-
nn mocie ycramoku Windows Server.
PasgepTriBanme ponn CepBEpa. B COOTBET-
CTBHH C OIIpeJe/IeHHBIMU Om3neccuienapys-
MH. Peanusanus COOTBETCTBYIOIINX poIeii
CCPBEpPa JULT NONICPHKH KOHKPETHOTO Clle-
Hapus. Active Directory.
AIMHHHCTpHpOBaEKe Linux cucren. JHuc-
TPHOYTHBBI, yCTAHOBKA, KOMAHIHAS CTPOKa.
Yupasnenne momesoBatensvu YCTPOii-
CTBAMH. YCTaHOBKA MPOIPaMMHOI0 06ecire-
4genns B OC cemeiictra Linux. Vipasienne
daiinavu u karanoramu. Cerenie YTHITATBI
Linux. Pasnencuue [paB JocTyna K (aiinam
1 Katayioram B coBpeMeHHBIX OC. Peannaa-
LA pasfesienus Ipas nocTyna K aiinam p
OC *NIX. Mexceregoit OKpaH.

Jlexuun

Ynpagaenue cerbio n BUPTYaIH3aIHs
Vupasnenue cersio npennpustus. Mugpa-
crtpykrypa WUT. Iloustme KOMIIBIOTEPHO
cetu. JIOKambHEIE M TII0GATbHBIE CeTH.
Kiaccuukamus nokansusix cereit. OcHuog-
HEIC KOMIOHEHTEI ceTH. CeTeBble yCTpoii-
crea. Tomomorus cern. Tumbr kabennHrx
CPeNl mepefaun nanubiX. IlakeTst u mpoto-
KOJIBL. PaccMaTpHBalOTCsT OCHOBED paboTe!
MapUIpyTH3alHd H KOMMYTALlHH, Jaercs
1071poGHOe omHCcaHue PaGOTE MOJeNH CTeka
nporokonoB TCP/IP (kak ormensHo 110
YPOBHSIM, TaK u B LIETIOM)
-Pacemarpusatores nporokois xanamsmoro
ypoBust VLAN, BBezmenue B CTaTHYECKYIO U
AUHAMHYECKYI0 MaplupyTH3AIMIO, HpHMe-
HEHHUE CTAH/IAPTHBIX CIMCKOB KOHTPOJIS J[0-
‘ﬂyna, DHCP a Taike mpeoGpasoanue ce-

Cemunapckue JlaGoparopurre
(IpakTHueckue 3aHATHA
3aHATHS)
8 30
8 46




=

HaHMBHOBaHHe paszeios, TeM u conepxa-
HHE MaTepuaia

Buibr yue6Ho# paGorer, BrTIOqas CaMOCTOSITENb-

HYIO paboTy o6yuaromuxcs 1 TPYAOEMKOCTh (B
yacax)

Konraxthas pabora
npenoj@aBareisd ¢ o0yJyaromumucs

Jlexnun

Cemunapckue JlaGoparopurre | CPC
(mpaxTHyeckue 3aHATHSA

3AHATHS )

TeBEIX [P-anpecoB NAT. Ocoboe BarManme
YACIACTCA M3YICHUIO MPUHIHUIIOB IPOEKTH-
POBaHHS JIOKAITHHEIX CETEH,

Bupryanmsanns B ungopmanmonnsx cn-
cremax. PaccMaTpuBaercs Konuemis BUD-
TYanu3aldH W HUCIONB30BAHUS OGIAYHBIX
BBIMHCIICHUH, IPUBOJATCS IpUMeph! SaaS n
laaS. Ocoboe BHUManme YACIAETCS  11po-
TPaMMHBIM ¥ aIIIAPaTHBIM THIEPBH30pAM
KVM, Microsof, Oracle, VmWare, pac-
CMaTpUBAOTCA OCHOBBI HH(pOPMALHOHHO
6GesonacHoCTH B BHPTYaIBHEIX uHppacTpyk-
Typax.

HUTOro

16 16

h‘m AHCUHILTHHE

il

6

Bueayauropuas camocrosireniast pabora o0yuaromuxcs no JHCHHUILUIHHE

(Moxy.ro)

Ipu nnanuposanuu camoctosrennHol PaGoTsl cTyNeHTY pexomenayetcs PyKOBOJ-
CTBOBATBCA CIEAYIONINM PACIIPEIEICHHEM YacOB Ha CaMOCTOATENLHYIO paGoTy (Tabiuma 4):

Tabmuua 4 — Pekomennyemoe PACIPEACIICHAC YaCOB Ha CAMOCTOATE/IbHYIO paGoTy

KommonenTsl camocrosrensmoii paboTel Koanuecrso wacos |
Usyuenue Teopernyeckux Pa3saesIoB NTUCHHIIITHHDL 10
[ToaroToBka K 3aHITHAM CEMUHAPCKOro THIIA 10
llonroroska u opopmnenue KOHTP. 56
Bcero 76 ]

7 OueHounsie cpeacTa ais NpoBeJCHHS TEKYIero KOHTPOIs
H MPOMEKYTOUHOM aTTecTANHN 06yYaK0mMXCs 110 AMCUMILIHAE (MOTY.110)

Doup OueHOUHBIX cpeCcTB s IIPOBE/ICHUSI TEK
MEXyTOYHOH aTTecTaluu npexcrasien B Ipuioxkenun

YLIEro KOHTPOJIS ycneBaeMOCTH H opo-
1.

[Tonbrit KOMILJIEKT KOHTPOJIBHBIX 3aJaHWH HIIM WHBIX MaTepHAIOB, HEOOXOIUMEIX AT

OLCHUBAHUA PE3YJIBTATOB OOYYEHHS 110 JHCIUINIHHE (Mozymo),

(enpe-paspaGoranke B GyMaKHOM 1 SJIEKTPOHHOM BUJIE,

8

YuebHo-meroquueckoe u
(moxyJis)

HH}pOpMannoHHOe

IIPAKTUKE XPaHUTCA HaA Ka-

obecneuenne AHCHHIIIHHBI



8.1 Ocunobnasn JINTEPATypa

1. Benenskas, M. H. AJIMHHHCTPHPOBAHHE B HH(OPMAIMOHHBIX CHCTEMAX : y4yeOHoe 110-
cobue i By3os / M. H. benenskas, C. T. Manunosck i, H. B. fIkosenxo. - Mocksa : T opstyast
ymnus-Tenexom, 2018. - 408 c. - ISBN 978-5-9912-0418-7. - Teker - 9JIEKTPOHHEIH. - URL:
https://znanium.com/catalog/product/ 1195564 (nata obpamenus: 28.09.2020). — Pexum pocry-
I1a: 10 IOAIHCKE.

2. Maxkcumos, H. B. Kommbtorepurie cery : y4yebGHoe nocobue / H.B. Makcumos, 1.1,
IToroB. — 6-e u3p., nepepa6. u nom. — Mocksa : DOOPYM : UHOPA-M, 2021. — 464 ¢, —
(Cpemnee mpodeccronansnoe o6pasosanue). - [SBN 978-5-00091-454-0. - Teker : anexrpon-
HbIA. - URL: https://znanium.com/catalog/product/ 1189333 (nara o6pauenus: 28.09.2020). —
Pexum nocryna: mo moamucke.

3. BoiiroB H. M. Kypc RH-133. Amvunncrpuposanre OC Red Hat Enterprise Linux.
Koncnext nexumii u npakruueckue pabotsl ver. 1.10 [Dnexrporusiit pecype] / Boiitos H. M. -
JMK Ipece, 2011. Pexim JlocTyma:
http://Www.biblioclub.m/index.php?page=book&id=129920 3

4. Buacos 10. B. AJIMHHHECTPUpOBaHKE ceTell Ha miarpopme MS Windows Server:
yueOHoe mocobue [DNeKTpOHHDI pecype] / Bmacos 10. B., Puuxosa T. W. - Hurepner-
VHuBepcurer Hndopmaruomnnsix Texuonorui, 2008. Pexum JIOCTyTIa:
http://biblioc[ub.ru/index.php?page=book&id:233291

8.2 lonoanurensnasn JIHTEpaTypa

1. Tpemes U.A., Koxun U.A., OMYTSTOPH! H CUMYIATOPBI ceteit DBM : s ctynenToB
TEeXHUYCCKUX crenuansuocTeli / M3 narenpekie pemenns, 2020. — 166 ¢. ISBN 978-5-4493-
9748-5

2. Tpemes U.A., Bunsasiikun I.®., Baroymua A.C. Texnonorus ckanmposanus na
Halraue yassumocteit / Msparensckue perenus, 2020, — 136 c. ISBN 978-5-4498-9961-3

3. Tpemes U.A. Cern u TeIeKOMMyHUKauun : Jlns crynentoB / MznaTenbekie perme-
HHs, 2020. — 140 c.ISBN 978-5-4493-9742-3

4. Tpewes H.A., I'puropses SLIO. I[TpoexTuposanue u 3amura HHPOPMAITHOHHEIX CH-
creM / M3narensckue pemenns, 2020. — 86 c. ISBN 978-5-4498-9392-5

5. Tpemes H.A., Koxun V.A., Busasitcus .. Besonacrocts oneparmonnsix cucrem
: Hacre 1. RAID, BoccTanoBNEHEE ¢aiinos, metasploit / M3narenscrue pewenus, 2020. — 160
c. ISBN 978-5-4498-9599-8 (1. 1) ISBN 978-5-4498-9600-1

6. Tpemen M.A., Koxun 1. Besonacnocts BBITHCITUTENBHBIX ceTel : [IpakTuueckne ac-
nextel / Usparensckue pemenns, 2020. — 126 ¢. ISBN 978-5-4498-9454-0

7. Tpewes M. A. AJIMUHHCTPHPOBAHKE CHCTEM 1 KOMITbIOTEPHBIX ceTelt : [list cTyienToR
TEXHHIECKUX cnienuanpHocTelt / Usnarensckue pemenus, 2020, — 102 c. ISBN 978-5-4493-
9419-4

8. Tpemes U.A., Koxun U.A., Bumpasiikus .0, AJIMHHHCTPHPOBAHUE pacTIpeieneH-
HBIX HHPOPMAIIHOHHEIX cHeTeM : YacTs 1. AIIMUHACTPUPOBAHHE HHGOPMALHOHHBIX CHCTEM /
Msparensckue pemenns, 2020, — 170 ¢. ISBN 978-5-4498-9912-5 (1. 1) ISBN 978-5-4498-
9913-2

9. Tpemes H.A., Baromuna A.C., Cepukos B.A. TexHuKa H TEXHOTOTHS aTaK 3JI0YMBIIII-
JICHHUKOB B paclpeie/IeHHbIX HH(POPMAHOHHEIX chcTemax. YacTs 1 Pexornacuuposka, Haua-
na atak. / M3narensckue pemenus, 2021, — 160 c, ISBN 978-5-0055-1061-7 (1. 1) ISBN 978-
5-0055-1062-4

10. Tpemen M.A., [Ipokodres C.B. AJIMAHHCTPHPOBAHHE PACIIPEIEIIeHHBIX HHpopMma-
LHOHHBIX CUCTEM. JacTs 2 TeXHONOrnH HHYOPMAHOHHBIX CHCTEM. / HMsnatensckue pemenns,
2021. — 228 ¢. ISBN 978-5-0055-0683-2 (1. 2) ISBN 978-5-4498-9913-2



I1. Tpemes HU.A., IIpoxodser C.B. BesonacuocTs OMEPalHOHHBIX cHcTeM. YacTe 2
Onepanmonnse cucremsi, YA3BAMOCTH. / M3natensckue pemenns, 2021, — 267 c. ISBN 978-
5-0055-0940-6 (r. 2) ISBN 978-5-4498-9600-1

8.2 Meropuueckue ykazanns s CTYACHTOB O 0CBOEHHIO {HCHMILIHH bI
OOyyenne pmucnuminne «AIMHHHCTPHDOBAHHE CHCTEM W KOMIBIOTEPHEBIX CETEft )
TIpEAIIoNIaraeT u3yyeHue Kypca Ha AYMUTOPHBIX 3aHATHSX U B XOJE CaMOCTOATEIbHO padoTEL

AYIUTOpHBIE 3aHATHS TPOBOASTCA B hopMe JIEKIHH 1 J1a00PATOPHEIX 3aHsTHIL.

Ta6m«ma 7 MCTOZ[H‘!BCKHQ YKa3aHUus K OT/JCIBHLIM BHIIAM JIEATEIbHOCTH

Bun yue6no- Opranusauus nestensuoctu CTyAeHTa
IO 3aHATHA
Jlexuus Hanucanme koncrnexra nexmmit: KpaTKo, CXeMaTH4HO, IIOCIIe-

AOBATECIILHO (bHKCHpOEaTB OCHOBHBIE TIOJIOKEHHS. BBIlICJIHTI: KIIIoge-
BBI€ CIIOBa, (pOpM)’ﬂbI, OTME€YaTh Ha I10JIIX YTOYHSAIOUIME BOIIPOCEHI 110
TEME 3aHATHA

JlaGoparop- Pabota ¢ aBTomarmsHpoBamHpIMy pabounmu MecTamu.
HBIC 3aHATHE
Camocros- Ana Gomee rnyGokoro HU3Yy4EHHUS Pa3leNioB IUCIHUILIMHEL
TelbHas pabora HPEIYCMOTPEHE! OTIAENBHEIC BUALI CAMOCTOSTEILHO PaboTEL: 1moj-
FOTOBKA K JIa00OPaTOPHLIM 3aHATHAM, H3yICHHE TCOPETHUCCKUX Pa3-
L ACJIOB JIMCLHILIMHBI, TOAr0TOBKA KP. _J

CamocTosttensnas pabota sBasercy Haubomee IpoyKTHBHON (opmoii o6pazosarenn-
HOH W MO3HAaBATEIBHOH JeATeNbHOCTH CTyleHTa B nepuost 06yuenus. CPC Hampasnena na
YriyGnenue u 3akperuiense 3nanuii CTYA€HTA, pasBUTHE NPAKTHIECKHX ymeruit. CPC 1o muc-
UMIIHE «AJIMHHECTPMPOBAHUE CHCTEM § KOMIILIOTEPHBIX CeTel) BKIOYAET CIIE/YIOIIHe BU-
Zi6I paboT:

— paboTy ¢ JIeKIHOHHBIM MarepHaloM, TIOUCK 1 0030p JIUTepaTyps U 9NEKTPOHHEIX HC-
TOYHUKOB HH(MOpMaIUH 1o HHIHBHIYAIbHOMY 3aJIaHHUIO;

~ ONEPEKAIONIYIO CAMOCTOATENBHYIO paGoTy;

~ H3YCHHE TCM, BRIHECCHHBIX HA CAMOCTOSTENBHYIO popaboTKy;

— IIO/ITOTOBKY K IPaKTHYECKAM 3aHATHSM;

— BRITIOJIHEHHUE H OQOPMIICHHE KOHTPOIBHOH paboTEL.

Kontpons camoctostensmoii PabOThI CTYIEHTOB H Ka4yecTBO OCBOEHUS JHCHUTLITHHBI
OCYMIECTBIIAETCS MOCPEICTBOM:

~ HPCACTABICHHA B yKa3aHHbIE KOHTPOJILHBIE CPOKH PE3YIBbTATOB BEIIOJHEHHS 3aaHHH
JULA TEKYIIEro KOHTPOIS,;

— BBITIO/IHCHUA M 3aIIATBI KOHTPOJILHOM paGoTsL;

Kontponbras pa6ora u otuers o 1ab0paTopHBIM paboTaM JOIHKHEI GbITH o(hopMIIEHEI
B COOTBETCTBHH C TPeOOBAHMSME BHYTPEHHHX HOPMaTHBHBIX HokymMeHTOB ®I'BOY BO
KHATY.

8.3 CoBpemennble npogeccnonambubie 6azni JaHHBIX H  HHOOPMALHOHHBIE
CIPaBOYHbIE CHCTEMBI, HCNOJIb3YeMble IIPH OCYI€CTBIEHHH o0pa3zoBaTeaLHOro
npouecea Mo AMCHUNIHHE

1. Dnekrponno-6ubnuoreunas cucrema ZNANIUM.COM — Omubka!l Henonyern-
MBIl 00bEKT rHIepCChLIKH.,
2. KoHeynbrant+



8.4 Ilepeuens  pecypcos HH(OPMALMOHHO-TeIeKOMMYHUKAIIHOHHOH  ceTn
«HHTepHET», HEOOXOMUMBIX 1151 OCBOEHMSI AHCHHIUMHBE (MOLYJ151)

1. Hayunas snekrpounas 6ubmmorexa Elibrary http://elibrary.ru.

C 1enbio HOBBILEHNA KayecTBa BeeHus 00pasoBATeNILHOM JIeATeNEHOCTH B YHHBep-
CHICTE CO3/{aHa JIEKTPOHHAS HH(OPMALHOHHO-00pazoBaTeN b as cpena. Ouna noxpaszy-
MEBACT OPTAHH3ALHIO B3AUMO/IHCTBHS MEXTY 06y alomuMHuCs 1 TNperoiaBaTensiMu ye-
Pe€3 CHCTEMY THYHBIX KAGHHETOB CTYNEHTOB, PACIONOKEHHBIX Ha OQHIHATEHOM caifte
YHUBEPCHTETA B HH(OPMAIMOHHO-TENEKOMMYHHKAIHOHHOH CETH «MuTepreTy mo anpe-
¢y https://student.knastu.ru. Cosyannas HH(OPMATHOHHO-06pa30BaTe b Has cpezia mos-
BOJIAET OCYIICCTBIIATE B3aUMOJCHCTBIE MEXKLy YIaCTHHKAMHY 06pazoBaTensHOro mpo-
HecCa mocpeIcTBOM OpraHH3aUly IMCTAHIHOHHOIO KOHCYJIbTHPOBAHHUS 110 BOIIPOCAM
BBITIOJIHCHUS! IPAKTHYECKUX 3a1aHHil.

8.5 JInuensuonnoe nporpammHoe obecrnieuennue, HCI0JIB3yemMoe npu
OCYImeCTBIERHHE 00Pa30BaTELHOIO0 IPONEcea 1o AHCHMILIHHE

Talbmumna 5 — IMepeuens HMCTIOJIb3YCMOT0 ITPOTrPAMMHOI0 0GeCIieYeH s

Haumenosanue 10 PexBusurhl

Microsoft® Windows i : s s
Professional 7 Russian Jlunensnonnslii cepruduxar No 46243844 o1 09.12.2009
Open Office win anaor Csobozmo-paciipoctpansemoe

Onepanmonnas cucrema Kali
Linux unn ananor conepxa-
s HeoOXOMMBIE MOJTY TH
UL AaHAJTH33 3aHIEHHOCTH

CeobGoano-pacrpoctpansemoe

Omnepanuonnas cucrema

CBoboH0-pacpocTpansemoe
Ubuntu umw anasnor R

lunepsusop Virtual Box wmm

Croboamo-pacipoctpansemoe
aHaIor AO-paEngocTp

OGospesaresns Google Chrome

Ceoboano-pacnpocrpansemoe
MY aHAJIOT

Bupryansusie mammns co-
TJIACHO MEPEYHIO U3 (OHIIOB
OILCHOYHBIX CPEIICTB JJIS JIHC-
LUIUTHHBI

CBobonuo-pacnpocrpansemoe

Parrot OS CBoboauno-pacnpocrpansemoe

9 Opranm3annoHHO-NeIarormYecKue yCaoBus

Opranusauus o6pazosarensuoro [polecca periaMeHTHPYeTcs YUeOHbIM TIAHOM K pac-
NUCAHUEM Y4eOHBIX 3aHSTHH. SI3bIK o0ydeHus (mpenonaBaHus) — pycckuit, Hs Bcex BujoB
ayAMTOPHBIX 3aHATHH aKaleMHYeCKUH 4ac yCTaHABIHBACTCS IPOIOKHTEIEHOCTRIO 45 MUHYT.

Ilpu dopmupoBanmi coeit HHAMBUYAIbHOH 00pa3oBaTenbHOlM TpaekTopun 00y4aio-
IHHCS HMEET NPaBo Ha Iepesayer COOTBETCTBYIOMMX JAUCIIUILIMH H HPO(ECCHOHATLHBIX MOy~
JIeH, OCBOEHHEIX B IIPOLIECCE TPCALIECTBYIOMEr0 00yYeHH s, KOTOPEIH 0CBOGOK[aeT obyuarome-
ToCst OT HEOGXOIMMOCTH HX MOBTOPHOIO OCBOEHHS..

9.1 O6pasoBare/LHbIE TEXHOIOTHH

YueGHbIH ponece npu npenoxasanuu Kypca OCHOBLIBACTCS HA HCIIONB30BAHUH TPailH-
[IHOHHBIX, HHHOBAUMOHHBIX H HH(OPMALMOHHBIX 0GPA30BATENBHBIX TeXHOIONHI. Tpamuumnon-




HbIe 00pa3oBaTe/bHbIe TeXHONOrHK TIPC/CIABIICHBI JIKUMSAMH H CeMHHAPCKHMH (mpaxtuyecky-
MH) 3aHATHAME. VHHOBAIHOHE b 06pasoBaTenbHbIe TeXHOIOrHH HCIIONB3YIOTCS B BHAE ITHPO-
KOTO IPUMEHEHHST AKTHBHBIX M MHTCPAKTHBHEIX (opMm 1posetenus 3ausTHil, Undopmannonusie
00pasoBaTe/bHBIE TeXHOOrHI PEA3YIOTCA TIyTeM AKTMBH3ALMM CAMOCTOSTE/IEHON paboTh
CTYACHTOB B HH(DOPMALHOHHO] obpasosarebHoii cpese.

9.2 BansTna JEKNHOHHOI0 THIIA

Jlexunonnpri Kypc mpe/nosiaraer CHCTCMATH3HPOBANHOE U3JTOKEHHE OCHOBHEIX BOIIpO-
COB y4e0HOTO mJIaHa.

Ha nepsoit neximu JIeKtop 00s13aH IpeaynpenuTs CTYNEHTOB, IPUMEHUTEIEHO K Kakomy
6azoBomy yueOHuKyY (yuebHuKam, yueupin nocobusm) Gyner TIPOYHTAH Kypc.

Jlexumonnsrii KYpC DOJKEH JiaBaTh HaHGONBIIME 0GBem UH(OpManuu u obecrieunBars
Oonee riybokoe nonumanue Y4eOHBIX BOMpocos TIPA 3HAYATENIHO MeHbIIeif 3aTpaTe BpEMEHH,
9€M 3TO TpebyeTcs GONbIIMHCTBY CTYREHTOB Ha CaMOCTOATENIbHOE H3YueHHE MaTepHaa,

9.3 BansiTan CeMHHAPCKOro THIA

HEIX H CIOKHBIX BOIIPOCOB TG OT/E/IBHBIN TeMaM, a Taike pasbop npumepos CHTYyanuii B
AYIHTOPHBIX YCIOBHSX. B 06s3anHOCTH TIPCMIONABATE/I BXOJAT: OKA3aHHE METOAMUECKON Mo~
MOIIH H KOHCYJIbTHPOBAHIIE CTYACHTOB 110 COOTBETCTBYIOLMM TeMam Kypca.

AKTHBHOCTb Ha CEMHHAPCKUX 3aHATHSX OUCHMBACTCS [0 CIIEAYIOLIHM KPHTEPHAM:

* OTBETBI Ha BOIIPOCHI, TIpeJiiaraeMple NIPErIoiaBaTeen;

' YIaCTHE B IUCKYCCHSIX,

* BEITIONHCHHE NPOCKTHBIX H HHBIX 331aHHi:

 ACCHCTUPOBAHUE [PENOIABATENMIO B IPOBEIEHH 3aHATHH,

Otser nomxen Gerrp aPryMEHTHPOBAHHEIM, Pa3BePHY ThIM, He OZHOCIIOXKHBIM, COAEPKATE
CCBUIKH Ha HCTOYHHUKH,

Jloknansr u onnonmposanue AOKJIAZIOB NPOBEPAIOT CTENIEHb BIIAEHHS TCOPETHIECKHUM
MaTepranom, a Taioke KOppeKTHOCTb 1 CTPOTOCTh PacCysk/IeHuit,

OueHuBanue 3a7aHHH, BHINONHEHHEX Ha CEMHHApCKOM 3aHATHH, BXOIHT B HAKOIJIEH-
HYIO OLIEHKY.

BaTesid, XapakTepU3YIOUHiics [IpeIMETHOH HaNpaBJIEHHOCTEIO, 3()(EKTHBHEIM KOHTpOJIEM H
OLEHKO# Pe3yIJIbTATOR eATeNbHOCTH oby4aromerocy.

Llenu camocrostenbuoii paboThr:

" CHCTEMAaTH3alMA U 3aKpelieHre TOJIyYCHHBIX TEOPETHYECKUX 3HAHUI U IPAKTHIECKHX
YMEHHH CTYIIEHTOBR;

* yriybnenue u PaCIIHPEHUE TEOPETHUECKHX 3HAHHH;

- hopmupoBanme YMEHHUH HCIOIR30BATH HOPMaTHBHYIO ¥ CIIPABOYHYIO JIOKYMEHTAIIHIO,
CHCLHAIBHYIO JINTEpaTypy;

* Pa3sBUTHE [103HABATEILHBIX CIIOCOOHOCTEH, aKTHBHOCTH CTYJICHTOB, OTBETCTBEHHOCTH U
OpraHU30BaAHHOCTH;

* popmupoBanue CaMOCTOSATEIEHOCTH MBIILTEHHUS, TBOPYECKOH WHHIIHATHBEI, CII0COGHO-
CTeii K CaMOpasBUTHIO, CaMOCOBEPIIEHCTBOBAHUIO U camopean3aruy;

" Pa3BUTHE HCCIICIOBATEIILCKUX YMEHHHA M aKa/[eMHYECKHX HABBIKOE,

Camocrosrenpaas pabora mMoOxeT OCYIUCCTBIIATECA HHAHBUIYANBHO MITH TpyINIaMu cry-
JICHTOB B 3aBUCHMOCTH OT 1[EJTH, 00BeMa, ypoBHs CIOKHOCTH, KOHKPETHOH TeMaTHKH.,



Texnomorus opranuzanun CAMOCTOATENBHOMH PabOTEl CTY/IEHTOB BKIIOYAET MCIIOIB30BA-
HHE HH(OPMAIHOHHBIX M MATEPHATLHO-TEX HUYECKIX PECYpCOB yHHBEpCHTETA.

Kontpons pesympraror BHEAYIMTOPHOH CaMOCTOATCILHON PaGoTEI CTYZIEHTOB MOJKET
IIPOXOINTH B ITMCbMEHHOH, YCTHOM HITH CMemanHO] (hopme.

CTynenTsl NOWKEBI HOAXOMHTE K CaMOCTOAITENBHOI paboTe Kak K HaWBaKHEHIIeMy
CPE/ICTBY 3aKDEIUICHAS M PasBUTHS TEOPETHICCKHX 3HAHWH, BRIPabOTKE eMHCTBA B3MIANOB Ha
OTACJIBHBIE BOIPOCKI Kypca, IIpHoOpeTeH s ONpE/IETIEHHBIX HABBIKOR 1 HCIOTB30BaHMS IIpodec-
CHOHAJIbHOM JIHTEpaTypEI.

B nanmnoit qucnnmimee » pamKax CaMOCTOATENILHON paGOThI CTYAEHTHI BBITIONHSIEOT OJHY
KypPCOBYIO paboTy COCTOSILYIO H3 [IBYX YacTeii.

9.5 Meroamaeckne ykasanus nst 00YYAOMMXCS 10 0OCBOEHHIO AHCIHILTHAL

[lpu m3ygennn mucominmmabD 00yvaIomHMMCes 11e1eco06pasHo BBIIOIHATE CIIeIyIOITHe
PEKOMEHTaLHH;

1. Misydenne yqeGHOH NHCIHIIMHEEL TO/DKHO BeCTHCE CHCTEMAaTHYECKH.

2. Tocne u3y9enus Kakoro-nu6o pasliena no yueOHHKY WM KOHCIEKTHEIM MaTepHaTaM
PEKOMEHIYETCS 110 aMSTH BOCIIPOM3BECTH OCHOBHbIE TCPMIHbI, OIPEENCH s, IIOHATHS pasze-
na.

3. Ocoboe BHEMaHHE ClieayET YAEMUTD BHIOMHCHIIO OTHETOB I10 MPaKTHYECKUM 3aHSTH-
AM H MHIHBHYAIBHBIM KOMILUICKCHBIM 3a0aHUAM Ha CaMOCTOSTENEHYIO PaboTYy.

4. Bes temaruka Bompocos, A3YMaeMBIX CAMOCTOSITEIBHO, 3a/1a€TCA Ha JIEKIHSIX Tpero-
AasateneM. MM xe narorcst uerounnku (s HICPBYIO OY€pe/b BHOBh M3/IaHHbIE B TIEPHOIHYECKOL
HayIHOH JITepaType) 1s GoMee ASTATBHOIO IOHHMAHMS BOIIPOCOB, O3BYYEHHEIX HA JICKIIHH.

Ipu camocrostentnoit npopaGoTke Kypca 00yJaromecs JoJDKHbL:

" IPOCMATPUBATE OCHOBHEBIE OTIPEE/IEHUs U (haKThL;

' HOBTOPHTE 3aKOHCIICKTHPOBAHHBIN HA JIEKLMOHHOM 3aHSITHI Marepuan U JOINOJIHHUTE
€I0 ¢ Yy4E€TOM PEeKOMEHJJOBaHHOM 110 NAHHOI TeMe JIHTEPATYpLI;

" M3YHHTE PEKOMEHIOBAHHYIO JIATEPATYPY, COCTABIIAT TE3UCHI, AHHOTAIMH H KOHCIEKTEI
Hanbosee BaXKHBIX MOMEHTOB;

" CAMOCTOATEIIEHO BBLIOIHATS 3a/1aHHs1, AHATOTUYHBIE [IPeUIaraeMEIM Ha 3aHATHIX;

" CHOJIB30BATD TS CAMOIPOBEPKH MaTepHaIbl (hOH/A OLEHOUHBIX CPEJICTB.

1. MeToanueckne yrasanus IpH padoTe HAZY KOHCIIEKTOM JISKIHH

B Xone nekuuonnsix sausTuii HeoOXO0AMMO BecTH KOHCIeKTUpoBaHne yyeGHoro marepuana. OG-
Pallath BHHMAHKE Ha KaTeropuy, GopmyaupoBku, packpbisatoime COZICPIKAHNE TEX WM UHBIX SBJIEHHI
H TIPOLIECCOB, HAYUHbIC BLIBOJLI M NPAKTHYECKHE PEKOMEHIALHH, MONOKHTEEHE OIBIT B OPATOPCKOM
HCKyceTBe. JKesateNlbHO OCTaBHTE B paGouux KOHCeKTax 10151, Ha KOTOPBIX NeNaTh MOMETKH M3 PEKO-
MEH0BAHHO# JINTEPATYpBI, JONOIHSIONHe MAaTepHall IpOCIyLIaHHOMA NEKLHH, 4 TAKXKe [0/4ePKHBAIO-
1He 0co0yr0 BXKHOCTD T€X MM MHBIX TCOPETHHECKUX MONOXKEHNH. 3aaBATh NPEIOABATENIO YTOUYHSIO-
LLHE BOTPOCEI € LENBIO YSCHEHHS TEOPeTHUYECKHX TIOJIOKEHMUI, PAa3PEILeHKs CIOPHBIX CUTYaLHIA.

2. MeToanyeckue yKasaHHs 10 caMOCTOATENbHO pabore HaJ H3yuaeMbIM MarepHa-
JIOM M IIPH NOAr0TOBKE K JIaG0paToPHBIM 3aHATHAM

Haunnate nazo ¢ usyuenus pexomennopanmoii Jnreparypel. Heo6XoquMo noMHHTE, 4TO Ha jek-
LHH OOBIMHO pacCMaTpHBAETCs He Bech MaTepHall, a TOJIbKO ero 4acTe. OCTa/lbHAsA ero 4acTh BOCHIO/HS-
€TCA B IIPOLECCE CAMOCTOATEIbHON paGoThl. B cBasy ¢ 5THM paboTa ¢ pexomeH0BaHHOI JIMTEpaTypoii
obs3atesbHa. OcoGoe BHUMaHHe TIpH 3TOM HEOOXOAHMO OBPAaTHTh Ha COEPIKAHUE OCHOBHDIX TOJI0NKE-
HHH M BBIBOJIOB, 0GbsiCHeHNE ABIEHHUI 1 dakTos, YACHCHHE NPAKTHHECKOrO NPHIIOKEHHS PACCMATPHBAC-
MBIX TEOPETHUECKHX BONPOCOB. B nponecce a1oii paGoThl HeoGX0mHMO CTPEMHTHCS MOHSATH H 3aIIOMHHTD
OCHOBHBIE MOJIOXKEHHA PACCMATPUBAEMOIO MaTepHaa, MPHMEpbI, TIOACHSIOLUKE €ro, a TakKe pa3obpaThb-
A B WITIOCTPAaTHBHOM MaTepuaie. OQOpMIATE OTUeTHI CIICYeT PYKOBO/CTBYSCH BHYTPEHHHMM HOpPMa-
THBHBIMHU floKymeHTamMu KHAT'Y .

3. Meropnyeckne ykasaHus mo BLINOJIHCHHED KYPCOBOil paboThl

Teoperuteckas yacTb KypcoBokt paGoTEI BHTIOAHAETCS O YCTAQHOBJIEHHLIM TEMaM C HCII0/IB30Ba-
HHEM MpaKkTHiecKnx Matepuanos. K kaioli Teme KypcoBoii paGoTsr peKomeH/yeTca MpUMepHbIit nepe-



HCHDL Y3JIOBBIX BONPOCOB, CIUCOK HEOOXOMUMOi Jmrepatyprl. Manaras Bonpockr tem, CJIeZIyET CTPOro
TIPHACPKHBATLCA MnaHa. PaBora He pomkua npescrasnats NepecKas OTAC/AbHBIX I7aB yueOHHKA WK
yue6Horo nocobmus. Heo6xoammo uanosuts COOCTBEHHbIE COOBpPAKEHH S MO CYLIECTBY M3/araeMbix BO-
TPOCOB, BHECTH CBOM npeanosenis. OBLUIMe 0I0KeH s K0/GKHBI Gbirh NOJIKPENIEHbI U MOSCHEHB! KOH-
KpeTHbIMU npumepamu. Manaraemblii Matepuan npu HeoGXomMocTH CJIEAYET NPOMIITIOCTPUPOBATE TAb-
JMUAMH, CXeMaMH, IHarpaMMami.

10 Onucanme MarepuabHO-TeXHUYECKOr0 oGecneueHns, HeoBXoxUMOTO A1sH
0CYyIIeCTBIIeHUs 00 Pa30BATENLHOIO NPOIIECCA N0 AHCHAILIHIE (Moxymo)

10.1 quﬁno-.naﬁopampnoe o0opy/10Banne

Tabmaua 6 — [Tepeuens obopy;oBanus naGopatopuu

Hanvenosanue aynuropun

Aymuropus (udBoparopan) Hcenonpzyemoe oGopynosanue

202/5 JlaGoparopust  nporpammuo- | C3U HCJT Secret Net, C3H HCJ] Dallas Lock,
annapammx CpeacTs sauuter | C3M HCJT Crpax NT, C3H HCI Iur PX]I,
uH(OpMAaIHH C3M HC)T Aypa ,C31 HCJT Kpuurron ,C3M HCJ

Axxopn, DUKC, Pesuzop 1,2 kax wia onepanu-
OHHBIX chcTeM cemeiictea Windows Tak w s
Linux, Pesusop Ceru 2.0, AHAIH3aTOp CETEBOro
Tpadduxa Actpa,Arenrt HMHBEHTapu3aluy  ce-
TH,CKaHep CceTeBoif Ge30MacHoCTH XSpider, Te-
peep, Secret Net Touch Memory Card, Kpunron
AMJI3, Axxopn AM/I3, KpunrolIPO APM,
;CryptoPro CSP 3.6, VipNet firewall, Etoken PKI
Client, Etoken, Hoyt6yk ¢ Windows 7+IpoeKTop.
16 II9BM Ha Gaze IIpoIecCOpoB He Hmke Intel
Pentium IV

A —

10.2 Texnuueckne u 3JIEKTPOHHBIE CPEACTBA 00yYeHH

JlekuunonHbIe 3aHsTHS

AYIUTOPHH JUIS TEKIHOHHBIX 3aHATHI YKOMILICKTOBAHbI MeGe/IbIO M TEXHHIECKHMH Cpe/i-
CTBaMH OOYYEHHS, CILYKALIEMH ISt TpesicTanenus y4eGHol nudopmarmu Gonboii aymro-
pux (HabopBl NEMOHCTPALIHOHHOTO obopynoBanus (npoexrop, skpam, KOMIIBIOTEP/HOYTOYK),
y4eGHO-HATIAIHEIE TOCOOKS, TeMaTHICCKHE HILTIOCTPALAH ).

JlaGoparopusie sansrus

Jna naboparopHex samsruii uenonbsyercs ayxuropust Ne_202_, ocHamennas oGopyzmo-
BaHHEM, YKa3aHHBIM B Tabn. §:

Camocrosrensnas paGora.

[omemenns s camocTosTenbHON paboThl OCHAIICHBI KOMIIBIOTEPHON TEXHHKOH ¢ BO3-
MOKHOCTBIO OAKIIOUEHHS K ceTH «MHTepHeT» H 10CTYIIOM K SJIEKTPOHHOM MH(pOPMALHOHHO-
obpasosaTesnsHol cpefe KHATY:

- uuTanbHbli 3a1 HTB KuAT'Y;

- KOMIIpIoTepHbIe KacCh! (aya. 311 xopmye Ne 5, ayn. 205 kopmyc Ne 5, ayn. 313 kopmyc
Ne 5).

11 Unnre cBexenns



MeTo,unqecxne PCKOMEeHAALMUN Mo oﬁyqeﬂmo JIHI € OrPAHIYIEHHBIMM BO3MOYKHO-
CTAMH 310POBLS U HHBAJIHI0B

OcBoenue JIMCIUIIMHBL 06yYarOmmMICs ¢ OPPAHMYCHHBIME BO3MOYKHOCTSMH 3/I0POBbSI
MOXKET OBITh OPraHM30BaHO KAK COBMECTHO C ApYruMu 00y4YarOUMUCH, TAK H B OTHEIbHBIX
rpymmax. [Ipexmonararotes crnenuanpmse YCTOBHSL JUTS TIOJTY4€HHs 00pa3oBaHus oby4arommmu-
¢4 € OTPAHMYEHHBIME BO3MOMKHOCTAMHE 3/I0POBBSL.

Ipodeccopeko-nenarornueckuii cocras SHAKOMHTCS C ICHXOJIOT0-(DH3HOIOTHUECKHMHE
0COGEHHOCTAMU 00YUAIONMXCS HWHBATHIOE JIAI C OTPAHHYCHHBIMH BO3MOMKHOCTSIMH 37I0pO-
BbA, HHIMBHAYATBHBIMH MPOrPaMMaMK peabHIuTauy HHBATH0B (IIpy Hanwyuu), [Ipn HeoG-
XOMMMOCTH OCYILIECTBISIETCS JIONOIHUTENbHASL HOMICPIKKa MIPETIOJABAHHS THIOTOPAMH, [ICHXO-
JIoraMH, CONMaIbHBIMH Pa0OTHHKAMH, TTPOLIE/IIITHMHU IIOArOTOBKY aCCHCTEHTAMH.

B coorsercTBuHE ¢ MeToMUECKIME pexoMeHnanusMu Munobpuayke P® (yrs. 8 anpes
2014 r. N AK-44/058n) B KYpCE€ Tpeaionaraeres UCToib30BaTh COLUATBHO-AKTHBHbIE I pe-
(rIeKCHBHBIE METO B! 06yyenus, TexHOIOr K COLHOKYNBTYPHOH peabUIIMTALINY C LE/TbI0 0KA3a-
HHS TIOMOILY B YCTAHOBJICHUH NONHOUEHHEIX METHIHOCTHEIX OTHOLIEHHH C JIPYTHME CTyeH-
Tamu, CO3/IaHHH KOM(POPTHOrO IICHXOIOTHYECKOTO KIIHMATA B CTyaenyeckoit rpymme. IToxbop u
paspaboTka y4eGHBIX Matepua/ion TIPOU3BOMITCS € yHETOM IpPe/IOCTABIICHHS MaTepHaa B pas-
JHYHBIX (opMax: aymuaibHOI, BH3YAIILHOMH, C HCIOJIb30BAHHEM CHEIMANBHBIX TEXHHYECKHX
CPEeICTB ¥ MH(MOPMALIMOHIIBIX CHCTEM.

OcBoenne Jucnunmuel munamu ¢ OB3 OCYILCCTBIISIETCA ¢ HCTIONB30BAHHEM CPEICTB
00y4eHHs OBINero M CeNUATEHOTO Ha3HAYEHHS (IIEPCOHATLHOrO U KOJIEKTHBHOIO HCIIOIb30-
Banus). MarepuansHo-TexHuyeckoe obecreuenie IPCAYCMaTPUBACT HPUCIOCOBNICHHE Ay IHTO-
puit K Hyxnam jian ¢ OB3.

QopMa MPOBEAEHUs ATTeCTALHH NI CTY/CHTOE-HHBATH/IOB YCTAHABIHBACTCS ¢ YUETOM
HHIHBHITYAIBHBIX [ICUXO(DHU3HYECKUX 0COOCHHOCTE!]. M crynentos ¢ OB3 IIPEAYCMAaTPHBAET-
¢4 I0CTyNHAs hopMa MPe/I0CTABIEHHS 3a1aHUH ONCHOTHBIX CPEICTB, @ HMEHHO:

"B ICYATHOH WM ONEKTPOHHOH QopMe (118 I ¢ HApYIIEHUsIMH ~ ONOPHO-
JBHIaTELHOTO ANIapaTa);

* B IICYATHOM (hOpMe HIIH SMIeKTPOHHOI (bopwme ¢ yBemuyerHBIM WPUPTOM U KOHTPACTHO-
CTBIO (JUIs1 JIMIL ¢ HAPYILIEHUSMH CllyXa, peui, 3penus);

* METOZIOM YTCHHs ACCHCTEHTOM 3aJaHUs BCITYX (SISt JIMIL ¢ HAPYIIEHHIMH 3PEHHS).

CryneHTam ¢ HHBAJHIHOCTBIO yBeTHUHBAETCS BpEMs Ha MOArOTOBKY OTBETOB HA KOH-
TPOJIbHBIE BOIPOCHL. JIJIsi TAKMX CTYHEHTOB [peaycMaTpuBacTCs JOCTYIHAsS (hopMa mpeaocTas-
JICHHS OTBETOB Ha 3aJaHHs, a UMEHHO:

" HHCBMEHHO Ha Symare miiu HaGOPOM OTBETOB Ha KOMIBIOTEpE (JULA JIHL C HAPYIICHHUS-
MH ClIyXa, peun);

* BEIOOPOM OTBETA M3 BO3MOIKHBIX BAPUAHTOB C HCTI0JIb30BAHHEM YCITYT acCUCTEHTA (ISt
/AL C HApYIICHAAMH OTIOPHO-ABHIATE/IbHOTO ANNApaTa);

* YCTHO (ISt JIAI C HAPYLUEHUAMH 3PEHH, OIIOPHO-/IBUTaTENHLHOTO aIliapara).

Ipu neobxommmoctn st obyvaromuxcs ¢ HHBAMIHOCTBIO MPOLENYPA OLCHUBAHUS pe-
3y/IbTaTOB O0YYEHHS MOXKET MIPOBOIHTECA B HECKOTIBKO STAIIOB.



[Ipunoxenwue 1

POHJA OIEHOYHBIX CPEACTB!
0 JHCHHIIHHE

AﬂMHHHCTpﬂpOBaHHe CHCTEM H KOMNbIOTEPHEBIX ceTe

! Hanipasnenwme moaroropkin { 10.05.03 "Hugpopmayuonrian besonacnocme f
e {- AIIOMAMUSUPOGANNIIX CUCHIEM e | ’
: Hanpasnenwocts (npocuis) + Obecneuenue ungpopmayuonnoii 6esonacnocmu

 oGpasoBatensHoii porpavmer | _PACRPEOCNEHNBIX UHDOPMAYUOHNBIX Cuchem

' B 1aHHOM npuIIoKeHUn IIPC/CTABNCHBI THIIOBBIC OLEHOYHBIC CpecTBa. [T0MHbIH KoMILIeKT
OLCHOMHBIX CPE/ICTB, BKIOYAIONIME BCe BAPUAHTHI 3a/aHui1 (TecToB, KOHTPOIBHBIX paloT u ap.),
TIPC/UTaraeMbIX 00y valomeMy s, XpaHuTes Ha Kaesipe B GYMaKHOM M 2/IEKTPOHHOM BHJIe.



1 Tlepeuens ILIAHAPYEMBIX Pe3y.IbTATOB 0GYIEHH S 110 AU CIHTLIHITe (Moxytio),
COOTHECCHHBIX ¢ NUIAHUPYEMBIMH Pe3YIbTATAMM 00pa3oBaTeIL Ol IPOrpaMMbI

Tabnuna 1 — Komnerenuuu u IUIAHHPYEMBIC Pe3yJIbTaThl 00YUEHHS M0 JMCLHILINHE

[Tnanupyemsie pesynsrarsr 00yYeHHsI 110 JHCIUILTHEE

Koz u nanmenosanne
KOMITETEHIHH

, [lepeuens 3nanuii Iepevens ymenuit Ilepeuens maBbikoB

o

ITpodeccronansimbre

IICK-7.4  croco6o- 31(ITK-3-3) 3mars oc- YI(IIK-3-3)  ymers HI(ITK-3-3) mocrpo-
CTBIO IPOBOJTE yria- | HOBHBIE TNOAXOABI K | IPH HEOGXONMMOCTH | CHHS CHCTOM yAaJIeH-
JICHHO® aIMHHHCTpH- | YAQICHHOMY aJMHHH- | IPOBOJMTE  YIATEH- | HOO AIMUHHCTPHPO-
poBanue omepanuos- | CTPHPOBAHHIO HH- | HOC  aIMHHHCTPHpO- | Banus  MH(OpPMALH-

opmanHonnEX  ce- | Banue HH(OPMAIH- | OHHBIX cHCTEM W ce-

HBIX CHCTEM H CHCTeM Tel v cucreM OHHBIX CceTed W CH- | Teit
0as naHHBIX B pac- cTeM

TIpeJIETIEHHbIX HH-
(opmanHonHEIX  cu-
cTemax

Tabmuna 2 — [Tacnopr dbonna oueHoyHEIX CpencTB

r Kontponupyemsie ®opmupyemas | Haumenopanme
pasiennl (Tempr) KOMIeTenuus OLIEHOYHOTO Ilokasarenan ouenkn
AHCHHITHHBI epeacrBa
AJIMUHHUCTPHPOBaHKEe YMenue passopaumBate n

Windows crcrem IICK-7.4 JlaGoparopHas pa- YIOPaBJIATE CEThIO Ha Oaze

1 :

So10 Windows Server
AIMHHHCTPHpPOBaHHE JaGopatopras pa- VMmenue paspopaunBarte u
Linux cucrem IICK-7.4 P YHOPaBIATL CeThIO Ha Oasze

Linux

Yrpaenenue CETBIO TaSoparoma: tas Ymenue OCYLUECTBIIATH
NPEAIPUATHS IICK-7.4 parop p JaJICHHOE yIIpaBlIeHHE ce-
peamp 6ora 3 Y P

THIO MPEIPUATHA

Bupryanmusaims B um-
(opmanuonHBX  cucre- | [ICK-7.4

YMenue ynpaenste BupTy-

JlaGoparapuas pa- QILHBIMH  HH()PACTPYKTY-

60
Max Taz paMu npeanpHsTHS
Bcee paznenst [ICK-7 4 Kontponenast  pa- | 3uanus, masbikn u YMEHHUsI
' Gora 110 BCEM paszieiaM Kypca

HpOMexcyTotmax aTTeCTalHs B CEAbMOM CCMECTpPE POBOAUTCS B (bopMe 3a4eTa.

2 Meroanveckne MaTepuasi, Onpexe/siiomme Nponeaypel OUCHHBAHMNS 3HAHMIA,
YMeHMii, HABBLIKOB H (HJIH) ONbITA AEATEILHOCTH, XaPAKTEPH3YIOUIHE NPoLece
dopmupoBanus komnerenmuii

Metonmueckne marepuasi, OTPEACIIAIOIHE IPOLIC/YPEl OLEHHBAHHS 3HAHHH, YMEHMUI,
HABBIKOB ¥ (WJIH) OIBITA JESTENBHOCTH, HPE/ICTABIICHBI B BUJIE TEXHOJIOTHUECKOH KapTHI LHCIH-
TiHEI (Tabnuna 3).



Tabnuna 3 — TexHonmormueckas KapTa

Haumenopanmne
OLIEHOYHOI'0
cpencrTsa

Cpoxu
BBITIOTHEHUS

Ikana one-
HHUBAHHS

Kpurepun
OIEHUBAHHUS

[Ipomexyrounas

7 cemectp
aTTecTanus B hopme 3agyera

Jlaboparopuas
pabora 1 Ne |

B Teuenne
cemecTpa

25 6amnos

25 BaJIoB - CTYZeHT MpaBUIBHO
BBIITOJHUI 3a/ianue. [Tokaszan or-
JIMYHEBIE 3HAHUS, HABBIKH U YMCHHUS
B pamMKaX OCBOEGHHOTO y4e6HOro
Marepuana.

20 Ganna - cTyIeHT BHIIOMHII 38~
JlaHue, ¢ HeOOJIBIIHMH HETOYHO-
cramu. [Tokasan xopoime 3nanns,
HAaBBIKH M YMEHHS B PaMKaxX OCBO-
CHHOI0 y4e6HOro Martepuana.

15 Gasa - cTyenT BemoaHmT 3a-
MaHue ¢ CYLIECTBEHHBIMH HETOYHO-
cramu. Ilokasan yosnerBopn-
TEJIbHBIC 3HAHWS, HABBIKH H YMEHHSI
B paMKaxX OCBOGHHOIO y4eGHOro
MaTepHaa.

8 Ganna - npu BEMONTHEHKY 33712~
HHS CTYZICHT IIPOJCMOHCTPUPOBAIL
HEOCTaTOYHBIN YPOBEHD 3HAHMIA.

0 6ai10B — 3a/1aHKe He BBITOIHEHO,

JlaGoparopras
pabota Ne 2

B Teuenue
cemectpa

25 Gamios

25 GaioB - CTyHenT IpaBuIEHO
BBIIOJNHWI 3afanue. [Tokazan ot-
JTHYHEIC 3HAHUSI, HABBIKH U YMEHHS
B PaMKax OCBOEHHOTO y4eOHOTO
Marepuana.

20 Gamma - CTyeHT BBINOTHI 3a-
AaHue ¢ HEOOBIIMMH HETOYHO-
cramu. TTokasan xopomme 3uamms,
HaBBIKH X YMEHHUS B pAMKaX OCBO-
€HHOT0 y4eOHOro MaTepualia.

15 Ganna - crygenT BEIOIHMT 3a-
JaHHE C CYLIECTBEHHBIMH HETOYHO-
cramu. [lokasan ynosnersopu-
TEJIbHEBIC 3HAHMUSA, HABBIKH K YMEHHS
B paMKax OCBOEHHOTO yueGHOro
MaTepuasa.

8 Dasua - Py BLITIOJHEHHH 3a71a-
HUSA CTYACHT HPOJEMOHCTPHPOBAT
HEeIOCTATOYHBIH YPOBEHDb 3HAHMA.

0 GaoB — 3a/1aHKe He BHIONHEHO.

Jlaboparopras
pabora Ne 3

B teuenue
cemecrpa

25 Gamios

25 GaIuIoB - CTYEHT PaBUILHO
BLIIOJHIII 3a7anue. [Tokasarn ot-
JIMYHbIE 3HAHWS, HABBIKH U YMEHHS
B paMKax OCBOCHHOI'O yueGHOro
MaTepHaia.

20 Bayura - CTY/IeHT BBIIOIHU 3a-




Haumenosanue
OLEHOYHOTI'0
CpelcTBa

Cpoku
BLITIOJIHEHH S

[lIkana orie-
HHUBaHHS

Kpurepuu
OLIEHHBAHUS

JaHHE ¢ HEOONBIUIMMH HETOTHO-
cramu. [lokasan xoponme 3nanus,
HAaBBIKY ¥ yMEHHS B PaMKaX OCBO-
€HHOro y4ebHOro Marepuaa.

15 Gamna - cTyeHT BBIIOTHMI 3a-
JIaHHE C CYIIECTBEHHEIMH HETOYHO-
cramu. Ilokasan ynosnersopu-
TENBHBIC 3HAHNS, HABBIKA H YMEHH
B paMKax OCBOEHHOTO y4eGHOTo
MaTepuana.

8 Oasia - mpu BBLIOJIHCHIH 3a71a-
HHS CTYZICHT IIPOJIEMOHCTPHPOBAT
HEJOCTATOYHBIN YPOBEHb 3HAHMIA.

0 GammoB — 3anaHue He BBIIONHEHO,

Jlaboparopnas
pabora Ne 4

B Teuenne
cemecrpa

25 baiioB

25 BaIoB - CTYEHT IPaBUIBHO
BBITIOJIHKII 3a1aHue. [Tokazan oT-
JIMYHBIC 3HAHUS, HABBIKY U YMEHHsI
B paMKax OCBOEHHOT0 yueGHOro
Marepuana.

20 Gayuta - CTYIeHT BBIIOIHMI 3a-
JaHKE ¢ HeOOMBIIMMK HETOYHO-
cramu. [lokasan Xopoluue 3HaHuA,
HaBBIKU W YMEHHSI B pAMKaX OCBO-
€HHOT'0 y4edHOro Marepuana.

15 Gamia - cTyneHT BEIIOIHKI 32~
JaHKE C CYLIECTBEHHBIMH HETOYHO-
cramu. Tlokasan ynosrersopu-
TEJIbHBIC 3HAHKS, HABBIKH U YMEHHS
B paMKax OCBOEHHOTO yueGHOro
MarepHaa.

8 Dania - Npu BLIMONTHEHUY 33713~
HH CTYACHT IPOJIEMOHCTPHPOBAT
HEI0OCTAaTOYHLIH YPOBEHE 3HAHHIA,

0 6a1710B — 3a/1aHME He BBINOIHEHO.

Kownrponsras pa-
Gora

B teyenne
ceMecTpa

25 6auios

25 6a/uIoB - CTYJIEHT MPaBHILHO
BBIIOJIHEI 3aaHue. [Tokasan oT-
JMYHBIC 3HAHUS, HABBIKK M YMEHHs
B PaMKax OCBOEHHOI'O yueGHOTo
Marepuaa.

20 Gajua - CTY/IEHT BBIIOIHKI 3a-
AaHue ¢ HeOOIBIIMMH HETOYHO-
cramu. Iokasan xopoume 3Hamms,
HaBBIKH H YMEHHS B PAMKaX OCBO-
€HHOr0 yueOHOTo Marepuaa.

15 Gamna - cTyneHT BBIIOIHMI 32-
JTAHHE C CYLIECTBEHHBIMH HETOYHO-
cramu. [Tokasan ynosietBopu-
TC/IbHBIC 3HAHMS, HABBIKH W YMEHHS
B paMKax OCBOEHHOI'0 y4eOHOro
MarepHana.




Famichosaie | Cpomn | Llama ope- Kpurepun N
o BBITIONTHEHUS HHUBAHHs OLICHHBaHHUS
8 Ganna - mpu BEIMOIHeHNH 33718~
HUS CTYJCHT HPOJIEMOHCTPHPOBAT
HENOCTATOYHEIH YPOBEHE 3HAHMIA,
0 6a/10B — 3a1aHKE He BBHITOTHEHO.
UTOIO: - 125 -
| Gamwros
Kpurepun ouenknu pesynsraros 00YYEHHUS TI0 IMCLUILIHHE:
0 - 64 % or wmakcumambHo BO3MOKHOH CymMMbl Gamiop — «HEYIOBJIETBOPUTEIIEHO )
(HenocTaTounbIH ypoBens s IPOMEIKYTOUHON ATTECTALHMH 10 JIHCHMIUTHHE);
65 — 74 % or makcuMambHO BO3MOMKHOH CymMMBI Ga/ioB — «YIOOBJIETBOPHTEIBLHO »
(moporoserit (MPEHUMAaNBHBIH) YPOBEHB);
75 — 84 % 0T MaKCHMAJIBHO BO3MOIKHO CYMMBI GaJlJIOB — «XOpowIo» (cpeaHuii YPOBEHB);
85 - 100 % ot MakcuMaTpHO BO3MOXHOH CYMMBI OallIOB — «OTIIHYHOY (BBICOKMIH (MaKCHMAJTE-
HbIH) ypoBens)

3 TunoBsie KOHTPOJIbHbIC 3AAAHUS WJIH HHBIE MaTepHaIbl, He0GXoauMbBIe XI5
OUEHKM 3HAHMII, yMeHUii, HABLIKOB 1 (nm) onbITa AeATeIbHOCTH, XapaKTepu-
3ywumue npouece (hopMUPOBAHNA KOMIETCHIHIT B X0Je ocBoeHHS 06pa3oBa-
TEIBHOMH MPOrpaMMeI

3.1 3apanus aus Texyniero KOHTPOJIsI yCIIEBAEMOCTH
Ha6Gopamopnan paoma Nel

Kaxnbrii cryaent yeranasmsaer Windows Server 2019 u JEMOHCTPHPYeET ciIeAyue
TeMBbI

0O630p AD DS

PasBepreisanue KOoHTpoJuIepoB noMeHa Windows Server
0630p Azure AD

Peanusauus rpynmosoit mosmraicn

O630p cimysx0er ceprudukanum Active Directory

Brenpenne ciyx6 unentuduxarm u IPYNIIOBOH IIOJUTHKH
PassepTriBanme HOBOTO KOHTpoJuiepa foMeHa Ha Server Core
Hacrpoifka rpynmosoit momuraku

PasepreiBanue u ucronssopanie ciyx6 cepTr(ukaTon
PaspepreiBanue u ynpasnenue DHCP

PassepreiBanne u ynpasienue ciryx06oit DNS
PasseprriBanue u ynpasnenue IPAM

Brespenne u nactpoiika cyx6 cereroii unppactpyxryper B Windows Server
Pasgeprerranue u nacrpoiika DHCP

PaspepTeiBanue u HacTpoiika DNS

Toma u daitossie cucrems: 8 Windows Server

Pearnmusanusa o6mero nocryna B Windows Server

Peamusanms muckosoro npoctpancTBa B Windows Server
Peammzanus nepynnukanmn nanmnsx

Buenpenue iSCSI

PaspepreiBarue pacnpeenennoit (aiinoBoit cucTeMbl
Peanusanus gemynmkanmu qanmnsx

Hactpoiixa xparmmuma iSCSI

Hactpoiika H30BITOUHEIX HCKOBEIX IIPOCTPaHCTB
Peanusanus Storage Spaces Direct



Jabopamopran paéoma 2
Kamwrii crygenr yeranasimsaer AnerpudyTus Linux n AEMOHCTPHPYET CJIeAyIouIHe Te-
MBI
Hacrpolika u rectuposanue cern
Cucrema Gesonacuoctr Linux/UNIX
Enpasnenne I10
Yipasnenne ceppucamu
Yupasnenue paitoBeiMu cuctemamu
Pesepsroe konmposanne u Boccranosenme
AHaJH3 IPOU3BOIUTENLHOCTH U ONTUMH3ALMSA CHCTEMEI
Hcnomesosanue Linux B kauecrse paboueit cranmum moss3oBaTen
ITpoueccrr
Ypasnenne nakeramu
MonuTopunr crcremp
Cospmanue pasyenos u (opmatuposanme nuckon
Iudposanre muckon
RAID u LVM
[oxxmouenue x cetn
MesxceTeBble sxpans (batipBosien)
Merozs! pesepsroro KOIUPOBAHHS U BOCCTAHOBJIEHHS
Mogynu 6esomacroctu Linux
O6ecneyenne Ge3onacnoctn JIOKAJIbHOM CHCTEMBI
Y nanennoe ynpeienue

Habopamopnan paéoma 3
Kamaprii crynent yeranasiusaer Windows Server 2019 u AEMOHCTPHPYET cJIeyIomue
TeMBbI
Hyper-V B Windows Server
Hactpoiika Bupryansueix mammn
3awwmra Bupryanmmsaumn 8 Windows Server
Konreitneprr 8 Windows Server
0630p Kubernetes
Buenpenue u vactpoiixa BUpTyamu3anuu B Windows Server
Cosnianue u nactpoiika BHPTYaIbHEIX MAIIHH
Ycranoska u HacTpoiika KOHTEHHEPOB
Ilnanuposanue BHepenns OTKa30yCTOHYMBOI KIacTepu3auu
Cosnannme u mactpoiika OTKa30yCTOIYMBOTO KIacTepa
O63o0p stretch clusters
Pemenus Bricokoit roctynaocTy 1 aBapUIHOI0 BOCCTAHOBJICHHS BUPTYyanpHbIX Mamus Hyper-V
Buenpenue otkazoycroituusoii KI1acTepU3aum
Hacrpoitxa iSCSI xpannimma
Hacrpoiika knacrepa
PasseprriBatue u mactpoiika daitnoBoro cepsepa BrIcokoi JIOCTYITHOCTH
[Iposepxa passeproiBanms thaitnoBoro cepsepa Bbicokoi JOCTYITHOCTH
Hyper-V Pemka
Pe3seperoe xonuposanue u soccranosenue uaQpacTpykTypsl B Windows Server
Buenpenue permuxu Hyper-V u pe3epBHOro xonuposanus Windows Server
Peanmsarus pesepsroro KOTHPOBAHKA H BOCCTAHOBJICHHSA ¢ MOMomnipio Windows Server Backup
Y4erHble nanHple u 3ammTa TPUBHJICTHPOBAHHOTO J10CTYTIA

Jabopamopuan paGoma 4



Kamaptii cryxent ycranasausaer Windows Server 2019 i AEMOHCTPHPYET C/IeAyIomue
TeMbl

3ammra (Hardening) Windows Server

JEA (Just Enough Administration) 8 Windows Server

3awura u ananu3 SMB-Tpaduka

Ynpagienne o6HosrenmamMu Windows Server

Hacrpotixa 6e3onacnoctu B Windows Server

Hacrpoitka Windows Defender Credential Guard

ITouck mpo6ieMHBIX aKkayHTOB

Peammzanua LAPS

0O630p RDS

Hactpoiika passepreiBanus pabouero cToj1a Ha OCHOBE Ceanca (VDI)
OG30p JIMYHBIX BHPTYaTBHBIX paGo4HX CTOJIOB U BHPTYILHBIX pabo4rx CTojIOB Ha Gase myia
Brenpenue RDS B Windows Server

Hactpoiixa RemoteApp

Hacrpoiixa maGnona supryansuoro paGodero crosa

Y anennsii gocryn u BeO-cepBrcel B Windows Server (3 ax. u.)
O630p cityx6b1 yanennoro gocryna

Buenpenne VPN

Brenpenne Always On VPN

Buenpenune NPS

Peamzanus BeG-cepsepa 8 Windows Server

PasseprriBanne cetesbix paGounx Harpysok

Brezpernne Web Application Proxy

Buenpenne VPN B Windows Server

PasseprerBanue n nacrpoiika BeO-cepBepa

MOHHTOPHHT IpOU3BOAHTENBHOCTH U ycrpanenue nenonazox Windows Server (4 ax. u.)
O630p uncTpymentos morutopunra Windows Server
Henons3oBanne MOHHTOPA IPOM3BOIHTE IbHOCTH

Hcnons3opanue xypranos cobsrruii mys YCTPaHeHHs HelloNam0K
Monutopuur u yerpanenue senonanox Windows Server
YeraHoBIeHHE Ga30BOI0 yPOBHS IIPOH3BOIHTE BHOCTH

Brisisenue ucrounuka npoGuemsr ¢ MIPOM3BO/IUTEIIEHOCTBIO
Hacrpoiixa u npocmotp KYPHAJIOB COOBITHI

Anrpeitn u Murpanus B Windows Server (3 ax. u.)

AD DS murpanms

Cirysx6a METpanum xpasuumy

Wncrpymentsr murpamin Windows Server

Ilepenoc pabounx Harpysox na cepBep

Konmponsnan pacoma
Heobxoaumo npusecty TeopetHyeckoe onucanue i IPOJIEMOHCTPHPOBATEL B COOTBETCTBHH C
HpeAnaraeMoii TeMoit nporpaMMHsie CpeJicTBa.
1. Cetu VLAN. DHCP. IIpoektupoBanne noxansHoi cery.

Crariyeckas mapuipyrmsarms, Junamuveckas MapIIpyTH3aIus.
Konuemmu LAN. WAN. Oprauusanus cetu IPEATIPUSTHS,
Crreku KOHTpONIS focTyna. CeTepast Ge3onacHocT M MOHHTOPHHT.\
HonsTue «amMunncTpupoBanuey. Kinentckue u cepBepHsbIe cucteMsl Windows.
6. Hpensapurenshas nactpoiika, DyHKIHOHANBLHEIE BO3MOXHOCTH I 9(QheKTHB-
HOCTb peanu3anuu cucreMsl Windows Server.
7 Active Directory.

oL



8. AnmunHcTpupoBanne Linux cuerem AuctpubyTuesl, ycranoska, KOMaHIHasA
CTPOKa. YIIpaBlICHKe T10Ib30BATEISAMH U YCTpOHCTBaMH.

9. Ynpasnenue (aitnamu u katanoramu. Ceresbie yrumuTs Linux.

10. MexcereBoii sxpan B Linux

11. Vipasienue cerpio NPEAIPUAATUS

12. Hactpoiika VLAN B ceTsix.

13. Craruyeckas u quHamMuveckas MapHIPYTH3ALHs,

14. DHCP. ITpoektupoBHue creii

15. Bupryanusarus s HH(OPMAINOHHEIX CHCTEMAX

16. Konuennus supryamusanuu u HCIIOIb30BaHMs 00JIAYHEIX BBIUHCICHU
17. Ornucanue u npumepst SaaS u laaS.

18. Cucrems! BupTyaiusammu KVM, Microsoft,

19. Cucrems! BupTyanusanuy Oracle, VmWare,

20. OcHoBBbI HHOPMaNOHHO#H Ge30nacHocTn B BUPTYaJIbHEIX UH(pacTpyKTypax.

Beimonnuts order o nponenanmoit patore. Odopmiterre nomKkHO GEITH BBUIONHEHO B COOTBeT-
ctBun ¢ PIT ®T'BOY BO «KHAI'Y» «Tekcrosne CTynemvcckue pabotel. [IpaBuna odopmie-
HusA». OnMHCcaTh MEXAHM3MBI 3AIIHTEL KOTOPEIC MOXCHO HPHMEHHTB ISl 3aKPBITHS JAHHEIX ysI3-
BHMOCTEIA.



JlueT perncrpanuun uzmenennii k PI

Konmyecrso IMoanuce
Howmep nporoxona saceanms Kaeupsr,
CTpPaHHUIL pazpaboTdnka
JlaTa yTBEPIKICHHSI H3MEHEH I
HU3MEHEeHHs PIJI




